Enterprise Security Risk Management

Tactics for Joint Commission Workplace Violence Requiréiiggmhent



Enterprise Security Risk Management Aligns to the needs of 2022’s Joint

Commission Workplace Violence Requirements

ESRM (or, simply, rid&d security) operates as a continual cycle, evaluating the three questibiss.
Cycle is predicated on the idea that everyone in the organization is a stakeholder in identifying the
answer to all of the questions and that these conversations can support a full understanding of the
needs of all different types of people with a stake in the outcomes of the security program.

How does adopting ESRM align the organizébiosuccess in complying
with Joint Commission Workplace Violence Standards?

Any organization thaadopts a risked approach for their security program will betting a foundational
structure thatnaturallysupports the achievement of the Joint Commission Workplace Violence

requirements.

The chart below shows how a risk-based approach to secustwitih the most recent set of
requirements.



The hospital conducts an annual worksite
analysis related to its workplace violence
prevention program. The hospital takes
actions to mitigate or resolve the workplace
violence safety and security risks based upo
findings from the analysis.

Setting the context with all stakeholders, then
continually cycling through the threaugstions we
need to ask in a riskased approach to security wil
ensure that workplace violence and other risks ar

nconsideredand tactics continually updated for
effectiveness over time as the context and
environment may change.
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Standard EC.04.01.01The hospital collects
information to monitor conditions in the
environment.”

Requirement EP 1:

The hospital establishes a process(es) for
continually monitoring, internally reporting,
and investigating the following:

x Safety and security incidents involvin
patients, staff, or others within its
facilities, including those related to
workplace violence.

We mentioned that ESRM requires a foundation ¢
transparency. Transparency requires information
about the types and factors involved in security
incidents.

Risk-led security programs will require this type o
information for all security incidents, and therefore

gwill ensure alignment with this standard. As a cyc
the continual collection monitoring, and evaluatior]
happenas part of the overall operation of the risk
based security program.

Standard LD.03.01.0XLeaders create and
maintain a culture of safety and quality
throughout the hospital.”

Requirement EP 9:

The hospital has a workplace violence
prevention program led by a designated

In setting the context for ESRM, we mentioned thu
critical nature of partnerships across functional lin
to ensure that security responsibilities are shared

individual and developed by a multidisciplinary

team.

Standard HR.01.05.03Staff participate in
ongoing education and training.”
Requirement EP 29:

As part of its workplace violence prevention
program, the hospital provides training,
education, and resources (at time of hire,
annually, and whenever changes occur
regarding the workplace violence prevention
program) to leadership, staff, and licensed
practitioners. The hospital determines what
aspects of training are approprafor
individuals based on their roles and
responsibilities.
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A riskbased security approach, founded in a partnership environment across the organization, will be
able to clearly identify and prioritize the things that are most critical to the organization in the risk cycle
The resulbeinggreateralignmentwith tactical security measure® tprotect what is most important to

the organization from the things most likely to bring harmisBimple approach brings a powerful

benefit to the organization by keeping the organization seamwécompliant wth regulatory standards.

Next month, we will focus on the selection of security meastwesddress the results of the risk-based
approach, and how integrating the solutions will create a more secure and efficient healthcare
environment.

1U.S. Bureaof Labor Statistics. (2020, April). Fact Sheet | Workplace Violence in Healthcare, 2018 |
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